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Abstract: A supervised learning solution to detect Spam albums instead of spammers in Photo Spam was proposed. Spe-
cifically, the characteristics of Photo Spam and the differences between Photo Spam and traditional Spam were analyzed.
Then 12 features which were extracted easily and calculated efficiently were constructed based on the analysis. Next a
classification model was built with a dataset of 2 356 labeled albums to identify Spam albums. The model provided ex-
cellent performance with true positive rates of Spam albums and normal albums, reaching 100% and 98.2% respectively.

Finally, the detection model were applied to 315 115 unlabeled albums and detected 89 163 spam albums with a true posi-
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tive rate of 97.2%.
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SrREER . G AR ST IR )5 1) 53 28 4 N 21 49,
T 315 115 AN ARPR A B s s e, Kl
£ 89 163 4> Spam FHM, N T UE IEHIZ A 97.2%.

BARA IR S50 HOEE R AN, AR ARSI
R AR R 2R R AN TR B e S T T A
M4 (Ul Facebook 45).

2 Photo Spam

Photo Spam & — M ] Spam B 75 2. 7E
Photo Spam W BUili & i S M FHFEHIIK S (B

B A 1) R (R 5 B T K 5 ) AR AR AT R 2%
QM RS EAT T A% Spam M,

JFAE IR A P OB RAE B, ),
S8 URL, fieJrm By & 3 i 73 A2 AT B ) HE
FrdfAT Ak . Bl BN TWRSIEZ T, 2
AW S R A4 FR A i AT iy HoA T B e A
o Spam MR IR U5 1) 5 DL R SRGRERSE I, Mook

A o

BARM B S W R o BuhE e 7 bl
g S 100 A7 BRI BN A .
TEAZAHN R B T SA A RRFT A IR 24, it
A5 Spam )y, iX4E Spam M MRS TR
Ir) H S BEOR Hm n RRE E RE . G mT L I o
ZAMEEAT 73 ERALHE Spam {5 R, W] DL
(R Z AT 3 ZZ A o AR AR IE 5 FH - A SR 1%y
EIIFRE T | U AR, s e D Y i A
AT 2] Spam B LA Spam {5 R XHE
PR T ORE R R AT Y 2 1R A FH ARG

544 Spam Uit LE, Photo Spam HA LU
FFRi. EE, Photo Spam Bk ol s A5 B2 A 5
& . 44 Spam Bk th Bk & Ak, vFig
G AR S BBUA, B RRA EEEE
SICAREAT 5. 175 Photo Spam Mt r, Bz
A DURES 5 EAR AR IR IR . P DL ARt
o, FER AT DA KED HEAR A B o X ok
=G B Z R E 1L Photo Spam B 4 A% il
#|, HIK, Photo Spam 5144t Spam B/ & fE
SRS 0 E AT X ). Photo Spam JEAT AL HE (1
FEIT AR, MRS Spam AT AL FF T EE 4
RGBT ZIREE RIL, P 1L
WFB, K= 17— AN IR IR, FEA™
AT 2 REERAE R, 2 UL 7 AR
MEAE R, TUERE SRS, KX R R TT
KA FME Photo Spam HBuiti BEMERE AT I 2 F-IX,
1t Photo Spam "% 5 A5 B KA it AL HE T LAy B9 .
1 Photo Spam M4L4% /7 N E& 7=, Kk, K
i AT LA R G2 1K 5ok E AL Spam i, 2R
Ja M A B 245 K Spam K5 2K 70 2% Spam #H
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FRIE, RO A . SO AERRIE
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SRINGEpmR Y Zpbe P &G 2 4L IGFEA, &
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5.1 HmER

A4 1) Spam AHAMHRS IUAE AL 4 1] 3 s
T SR AL RS P Z5 B2 AL B FH AR P42 11 AP AAAEAS
W 25 T SR SUAAEA o SR 8 AR A BR RO 546 £
P FEAREAT 02 . BRI RHERIEOA bR RS
(IRE A FP SR I A N RRFAIE o K LERRAE AR AN T4t B
LA RN GREE RN AL o I I 2R B X 3 R AT
WSk, o e T8 R AR I 25 5 1140 43 2 s 10 AT I
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= = ﬁ# OHT T A
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R R T
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(a) FHMHARISI (b) AR IR e ]
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++ \+ + x % X X xX, +
% X Ty . i o+ +
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3 Spam AHHE AR

W, FRIBUH DY (RAG I 25 2R

WL EE 4 509538, Spam AHSMERN IE HAH A
AAFIRE, ARSCRHZE 4 WHTRhm 12 My
AER X 3 1E 55 AH AT Spam AH M o
52 SVM 9338

AR FEEERH S FF I EAHL(SVM, support vector
machine) Wik 432588, [N SVM £E2 fij ff) T4k
A T ARG IR 25 M SVML (R 2 H
SEHRE AN 11 R 2 DL K TR B I 2R e v NV 4
HAorh 2 e fESEs P AR SCR A HEZ M) RBF
(radial basis function)#% KAl SVM 345 B 1135 5
B AR RAE T e1071 F2 740 1 AH OC R £
KL K H RBF #4119 SVM 51547 2 MRS 44
C Ml gamma. H, CEHIBIIIILE, gamma 5
IR ARG R o ARSCR A 1071 B2 7 A i it
(MZHOERERECK A SIE IS EL . %R BRI A%
RGNS, W AFT C M gamma XRE A3
iR, RFIEFRS B EE RS . B,
EERASCIINZR SR, SRS IEAL C F1 gamma {E )
52k 215.5 F110.075,

H T REEAE RIS R aE B, ASCAE IS
IR A8 XBAE V. - HTA8 MG 2K 1 2R 5
Fr R 10 4, A 9 rRE TN, St
WA, PEFABEAT 10 IRSEES . d5m 45 R 21X 10 K
S 4 IR
53 FiriEtR

R T VP A SCI RN G5 5, AR SCR AR 2 fr
INREHE, b, g RORIGEAE Spam A
T A Spam AHMHEINEG b KR A E Spam A1
R FHIA E AR AN G ¢ SRR AR 1IE 5 AH
WHARE T Spam AU d RoRIRAE IE
i AF LAk LA 0 £ A28

AR 2 MVRERE R, A SCIRJIN SR I HLAS 2% 2]
HRIPEO T bR RIS . B IR A Fy A . HER(P)
TR TR EM 2, IR RSB X
FRIARN B LR . WIfESR 2 Spam AHJMFHE

a

AT LAy P=——— . (AL (R) R4 K

BEERI4- 0 0 B LA LS 10 T3 2K Mt

W%2¢SmmW%mEE$W%R=iboﬂﬁ
a
FEUME R S A IR 2EE . 2R 2 Spam A F{H
. = 2PR
I FP=—
P+R
=2 IREBEMERG
THAE
Spam 1B
Spam a b
1B c d

5.4 Spam tAM 5 EEHEMETLLER

LA A SCAE VIR 4R 0 B (R RE A 43 R 4%
AT, IF B T Spam IS I8 A F)
B33 0 0.982 F1 0.988, {HIXANEE FA— 2 i dpe
G0 N THAFRANGE R, ASCHINGET REA
KR SRR 77 48 Spam AR 11 H AR EE
BB 1:1 2 1:10, JFHERXALFE 10 K. 7£
B 4 T AR SR T A RS ] LU AR IR AR NG 1) 2
fHo %8 F A2 2 BEEA FEMEARFE. WE
4 T LLE M, BARBERIE - LUER AR () 45 R IFEA
FIF, BAEERES L, B Spam AW S 1EH AH
LB BRI, %% Fy ARG, b, i
TEH 7RI 1:3 RAE 3R, R 1% FiE24 0.991.
R, FEZ G s, ASCR A PUIZAR1 R 3k
13 K% NS
55 HELERFLLE

AR SVM FIERAF L 45 R sk 3
FioRe W LA H, ARSCHIR AL R R A3, B
5 IE B X 4 MR AE T 100% 19 Spam A M LA 2
98.2% 1E 1AM, A /N 43 (1) 1E 5 AH T 43 R
o R ATHITHERZE, A, FNE. 1T
CLE t Spam AHJHFH IE 5 AH MK Fy 4B Sk 0.991.
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W, ARSCHWE T AN R EE R 25 2 .
WK 5 fn. AL T Naive Bayes. Decision
Tree. Random Forest Al Neural Network 43285
V5 IR BT R R S R T AL e1071124,
rpart®!, randomForest®®* 1 nnet® Sz 3. X} T-4F
— Py R, ARSCHRR A A VR FR AR (T
i, ARy FED 535 5E Spam AH R IE
WM. FTLAE B, SVM BVESRA Tt Fo

14 75 (information gain)THERFAEM E LM, 3K 6 41
T 2 At ST o) R 4t SR TR g K ) 10 A
FRAE o Forf, PR 4t SR vk F 5 K 2 ANMRFE S
AR R R URL LG FUAN b e 2. B 46
& URL L& ULH] Spam k5 & 78 fi& ik A
WL URL RA7t# Spam {58, 5 Wang 25U %
WARTT A o AT B B B BGE & TS| 2
M P aAeith B4R RS, 5 Gao 551K

) B A St AR B IR A R A I A A R, X E IR AT
BB R AR SRS Photo Spam M4 il T & %6 45 4EFAREE S TOP1O
SR HE4, IR i
0.99 1 HOT IR URL e WO fifii8 URL e
B, 2 S A S
e RAAK i 3 Bl Bt o
\k v ‘?;i"i: 4 B i 4t
%owjﬁé »ﬁxg N/ Y 5 B i Bl
0.96[ %7 A 6 AR AE L2 1) AR A7 1)
2?0 7 LRI 314 L 3
e iET T3 T’ 17 8 e it R e R
Spam IS A 9 A % AR e
B4 AR LB 524 R
10 AR g b L
%3 RIEERE
T TR HTIX 10 ANMREIERTAS I 45 R 1K) 5%
o —— e W, ARSI 10 AMFIER T RAES RIUT
Spam HIl 100.0% 0.0% NPT RHAE TP R B —ANMRRAE, AR5 v S I 45
- L s5om0 o B S TR L T R RIS,
ATLAE th, SRR BR - MRFIE S S8 B Fy A8
i ARERFN ANV TSNS RS BRI I 408 URL HL
o L A, AIHUMEE RO F, A9 B
pam 0os2 1000 091 PARAS 5345 5L, Spam AMHAIIE 3 HIML Y Fy
IEH 1.000 0.982 0.991

5.6 HFERVEZEM
T 53 AT AR ST e v TR AR AR ) A W 45 R (1) T
BIME, A0 R J5 K5 (Chi-square test) A5 &

{5 HiA 5] 0.977 #1.0.979.

57 HEELIMEHIEM
9T B UEAS SCRIBEVT (R AR R AN T die Y B0

(RIA RE, ASCR N ZRGF 1R 23 S8 & N T 21— A B

%5 SVM 5H M4 KB L b
W FEIEES Fif
e
Spam A1t TE AN} Spam Al TE AT Spam # i} TEH AR

SVM 1.000 0.982 1.000 0.982 0.991 0.991
Naive Bayes 0.982 0.970 0.970 0.982 0.976 0.976
Decision Tree 0.988 0.988 0.988 0.988 0.988 0.988
Random Forest 0.982 0.994 0.994 0.982 0.988 0.988
Neural Network 0.960 0.988 0.988 0.960 0.973 0.973
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